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THIS StUDY SOUGHt tO: 

Understand the community that is influencing and 
prioritizing IAM initiatives, their journey to a modern 
identity strategy, and what resonates with them.

Examine the results of successful zero trust/least-
privilege access projects, lessons learned, gaps, 
and remaining hurdles.

Determine the breadth of products, platforms, and 
technologies supporting current business operations 
and how that is expected to evolve over time.

Gain differentiated insights into the awareness, 
planning, budgeting, purchasing, and implementation 
dynamics across organizations.

Research Objectives
The core tenet of a zero trust strategy is least-privilege access. Yet, organizations continue to rely on user and machine identities that are 
susceptible to compromise, abuse/misuse, and theft. Risk is compounded by over-permissive, static access rights that provide little to 
no visibility into who and what is using access and how. Vaguer is how identities are being/should be monitored and protected.

Availability of modern, cloud-managed identity services is widespread. Yet organizations have been slow to pivot their security 
programs from traditional endpoint, network, and SecOps to an approach that focuses on identity orchestration and experiences, 
which is dynamic and distributed. Where there are no perimeters, a multitude of identity verification services and managed identity 
services exist.

In order to gain insights into these trends, ESG surveyed 488 IT and cybersecurity professionals personally responsible for identity and 
access management programs, projects, processes, solutions/platforms, and services at large midmarket (500 to 999 employees) and 
enterprise (1,000 or more employees) organizations in North America (US and Canada). 
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Identity Management  
Is Complex



IAM programs are complex and require much 
more than just creating a username and 
password. Identity professionals must develop 
and enforce access policies, ensuring the 
principle of least-privilege access is correctly and 
uniformly applied. They must also ensure access 
and privacy is protected without introducing 
friction or destroying the user experience. 
Another concern is managing and governing 
privileged and normal access. 

Identity professionals have become experts in 
many areas of identity management. Thus, more 
than three-quarters of identity professionals 
manage all three human identity types: 
employee, third-party workforce, and customer. 

The complexity combined with the long-term  
IT skills shortage leads to extensive use of 
managed services and professional services  
in support of IAM.

Complexity of IAM Leads  
to Extensive Use of  
Third-party Services
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          More than three-quarters of identity professionals 
manage all three human identity types: employee,  
third-party workforce, and customer.”“

87%
of organizations use third-party IAM services.
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Identities with privileged access represent a huge 
risk to the organization. These identities are the 
“keys to the kingdom.” Thus, managing privileged 
access can increase security without friction, and 
PAM is considered a strategic security control. More 
than half (51%) rank PAM among their top three 
risk, identity, and security management programs, 
and another 39% rank PAM in the top five. 

More than half (58%) of organizations use PAM to 
monitor, record, audit, and report on privileged 
access activities. Fifty-seven percent are integrating 
PAM across SaaS apps, on-premises departmental 
and line-of-business apps, facilities, physical access 
controls, and building systems to manage and 
control privileged access across the entire IT and 
physical landscape.

PAM Is a Low-impact Strategic 
Security Control
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51%

39%

PAM is among the top three solutions/controls 
for my organization,

PAM is among the top five solutions/controls 
for my organization,51

+39+10S
|  Five most commonly used commercial PAM features and capabilities. 

27%

33%

39%

40%

43%

47%

49%

51%

52%

52%

57%

58%

Providing just-in-time access to cloud apps and infrastructure

Enforcing least-privilege access in cloud environments

Automated discovery, orchestration, and management of privileged accounts,
systems/servers, and applications

Automated audit reporting and remediation for cached or non-compliant credentials

Automated, real-time/just-in-time/limited use of privilege entitlement grant/revoke
to perform elevated and administrative functions

Managing entitlements across public cloud, DevOps, and on-premises infrastructure

Automated credential management in/to applications, devices/desktops, servers,
and services

Integrations with IT help desk ticketing systems, customer service support
management systems, asset management systems, software licensing systems,

visitor/guest management systems, etc.

Credential and secrets vault that programmatically randomizes, stores, manages,
and secures the use of privileged account passwords, keys, tokens, and certificates

Integrations with cloud directory services, identity governance and administration,
endpoint security, device management, user/behavior monitoring, and identity

threat/account takeover prevention

Integrations with SaaS apps, on-premises departmental and line-of-business
applications, facilities, physical access controls, and building systems

Monitoring, traceability, recording, auditing, and reporting/analytics across privilege
access, session, activities, and actions

Back to Contents







Securing the Identity Perimeter with Defense in Depth 9

Back to Contents

It’s no secret that ransomware has become a major 
issue and priority for both CISOs and boardrooms. 
Ransomware is not just a popular buzzword, it’s a 
real problem: 63% of organizations have suffered a 
ransomware attack in the last year, and more than 
one-third are attacked by ransomware monthly or 
more frequently. Since the ransomware kill chain 
typically starts with an identity-related attack, 
organizations are recognizing that protecting 
identities is a primary cybersecurity concern. 

With passwords being the weak link, the value 
of multifactor authentication becomes readily 
apparent. Thus, it’s no surprise that 58% of 
organizations have implemented MFA, and that  
23% of organizations rank MFA as the most effective 
IAM solution, the highest-ranking response.

However, despite all the known identity risks and the 
protection afforded by MFA, 32% of organizations 
make MFA optional for employees, and 27% make 
MFA optional for their third-party workforce.

MFA Is Considered the Most 
Effective IAM Solution

© 2022 TechTarget, Inc. All Rights Reserved.

|  Five most effective IAM technologies. 

58+42+S 58%
currently use multifactor authentication.

Multifactor  
authentication

Single sign-on access 
management

Cloud infrastructure  
entitlement management

Customer identity and  
access management

Identity-as-a-service

23% 14% 13% 12% 11%

          32% of organizations make MFA optional  
for employees, and 27% make MFA optional for  
their third-party workforce.”“
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The majority (55%) of organizations currently leverage 
single sign-on technologies today. Like passwordless, 
organizations see SSO as a win-win, reducing friction 
and improving the user experience while enhancing 
security by increasing compliance to access policies. 

Unfortunately, not all SaaS apps are SSO-enabled. 
Thus, while 8% mandate that all SaaS apps are SSO-
enabled, a more realistic 70% of organizations use SSO 
for more than half of their SaaS apps. 

Majority of Organizations  
Use SSO
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|  Percentage of SaaS applications that are SSO-enabled and -managed.

of organizations currently  
use SSO technology.

55%

48+52+S 48%
expect SSO to reduce friction  
and improve the user experience.

5%

23%

38%

24%

8%
0% 2%

Less than 25% 25% to 50% 51% to 75% 76% to 99% 100% (i.e., we mandate
that all SaaS applications

are SSO-enabled)

Our organization does not
currently use SaaS

applications

Don’t know
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Attackers will often take the path of least resistance. 
Why bother trying to steal or crack a password 
when that password is easily grabbed from system 
memory? But that doesn’t mean that attackers lack 
sophistication. Financial and other motives are so 
strong that nearly half (45%) of organizations have been 
breached by an identity-related attack. And attacks 
came from both inside and outside the organization.

While ransomware, malware, and other external attacks 
garner the publicity and attention, organizations 
suffer attacks from both insiders and external parties 
leveraging over-permissioned and underutilized 
identities. Forgotten, inactive, or unused accounts, 
service accounts, and third-party accounts all represent 
risks that have  been used by attackers for access and 
lateral movement. Indeed, these permission- and 
entitlement-related threats have resulted in successful 
attacks for 36% of organizations. 

Wide Variety of Vectors 
Spanning Identities, 
Permissions, and Workloads 
Have Contributed to Breaches

Securing the Identity Perimeter with Defense in Depth

Likewise, all types of applications, workloads, and devices are vectors for attacks and breaches. More than one-third (37%) of 
organizations have suffered an attack originating via cloud email and communications apps, on-premises email and communication 
apps, endpoints, IT infrastructure, cloud infrastructure, SaaS apps, legacy apps, and more. 

Organizations that ignore identity-related threats, regardless of identity type or access type, do so at their own peril.

|  Percentage of organizations that have suffered a breach due to: 

45+55+S
45%

Identity-related  
threats

36+64+S
36%

Permission-related 
threats

37+63+S
37%

Workload/deployment 
model-related threats
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Identity Proofing, 
Screening, and Monitoring 
Reduce Risk
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The majority of organizations believe it is extremely 
likely that they have multiple identity records for an 
individual employee (61%) and/or customer (52%).

Is an individual using multiple identities for 
nefarious reasons, such as fraud, theft, or cyber-
attacks? While there may be valid reasons for 
having multiple identity records, organizations 
need to know with certainty who has access and 
ascertain all identities of each person to adequately 
and realistically quantify, assess, and address 
identity-related risks. 

Nearly three-quarters (72%) leverage authorized 
sources to identify identity attributes, and 
another 65% combine the digitization of identity 
documents with liveliness or voice verification. 

Majority of Organizations 
Believe It’s Extremely Likely 
They Have Multiple Identity 
Records for a Single Employee 
or Customer
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61% 52%
have multiple  
identity records for  
a single employee.

have multiple  
identity records for  
a single customer.

|  Most common identity proofing/verification use cases. 

2%

48%

49%

55%

58%

65%

72%

None of the above

Barring/denying identities that are fictious, synthetic, incomplete,
an impersonation, or known to be compromised or previously

breached credentials, a deceased person, or fraudulent or unlawful

Biometrics

Capturing behavioral attributes to distinguish humans from
bots/scripts attempting to pose as people

Resolving identities through collecting and matching identifiers
across devices and applications to achieve a single view

Digitizing the use of identity documents combined with liveliness
verification or voice verification

Verifying identity attributes with authorized sources and identity
validity confirmation
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Commercial CIAM Solutions 
Provide Performance, Scale, 
Security, and Privacy
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To further enhance the customer experience and 
provide a secure customer portal, organizations 
want CIAM to provide modern features, including 
modern authentication and sign-on (e.g., MFA, 
passwordless, and SSO).

Organizations are also facing a privacy push-
pull situation, where consumers are demanding 
increasing privacy and control over their own data, 
while multiple disparate privacy regulations and 
laws require complex privacy, data use, and breach 
notification policies. Thus, CIAM should provide 
consent and privacy management features for both 
the customer and the identity professional.

Most Desirable  
CIAM Capabilities
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|  Most important CIAM capability. 

20%

20%

20%

13%

12%

10%

5%
Modern authentication and sign-on

Consent and privacy management

Performance and scale

Analytics and insights

Integrations and data feeds

Progressive profiling

User registration and onboarding

20%

20%

20%

13%

12%

10%

5%
Modern authentication and sign-on

Consent and privacy management

Performance and scale

Analytics and insights

Integrations and data feeds

Progressive profiling

User registration and onboarding

          CIAM should provide consent and privacy 
management features for both the customer  
and the identity professional.”  “
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For a majority of organizations, cybersecurity 
modernization and digital transformation still 
garner the majority of business initiative interest 
and investment.

And many have awoken to the central role identity 
plays in threats and attacks and are now investing 
more in identity security relative to other areas 
of cybersecurity. It follows then that 84% of 
organizations expect to increase IAM spending over 
the next 12 months.

More than one-third (37%) will apply increased 
identity security budget to workforce identity 
security, one-quarter (26%) will invest in customer 
identity security, one-fifth (20%) will apply 
increased investment to third-party identity 
security activities, and 17% will apply increased 
investments to workload identity security activities.

Nearly one-third (31%) of organizations will 
apply identity security investments to cloud 
infrastructure entitlement management, and 30% 
will apply new  investments to customer identity 
and access management. Other prime areas for 
new investment include  MFA, identity-as-a-service, 
identity proofing,  and identity risk services.

Identity Security to Capture More 
of the Cybersecurity Budget
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|  Identity type expected to receive the biggest share of increased IAM spending. 

|  Expected change in IAM spending over the next 12 months.

37%

47%

Increase significantly,

Increase slightly,37+47+16S

of organizations expect new IAM spending 
to be focused on CIEM and/or CIAM.

61%

Employee 
identity-related 
IAM activities, 

37%

Customer identity-related 
IAM activities, 26%

Third-party 
identity-related 
IAM activities, 

20%

Workload 
identity-related 
IAM activities, 

17%
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SecureAuth is a leading next-gen authentication company that enables the most secure and flexible 
authentication experience for employees, partners, and customers. With the only solution that can be 
deployed in cloud, hybrid, or on-premises environments, SecureAuth manages and protects access to 

applications, systems, and data at scale, anywhere in the world. 

ABOUT ESG
Enterprise Strategy Group is an integrated technology analysis, research, and strategy firm providing market 
intelligence, actionable insight, and go-to-market content services to the global technology community.

LEARN MORE
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https://www.secureauth.com/request-a-demo/





